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Abstract

The onward dispersion of Ethernet based structures
with decentralized and distributed multi-user environ-
ments in automation leads towards Networked Automa-
tion Systems (NAS). The new modern structures are less
expensive and at the same time more flexible than classi-
cal ones. However, they induce non-deterministic delays.
Hence, the detailed analysis of the resulting response
time is not only prerequisite for the responsible use; it
also enables to check dependability properties prior-to
changes or expansions of the system. To do so, a new
modeling language — DesLaNAS — is introduced, which
accounts for the special needs of modeling NAS. Based
on Probabilistic Model Checking for the analysis, the
influence of different components and of net-based be-
havior modes like resource-sharing and synchronization
on the resulting response time is discussed.

1. Introduction

Modern automation systems consist of one or several
controllers, a (normally larger) number of sensors and
actuators as well as a network connecting the corre-
sponding network interface (I/O) cards. This setting —
called Networked Automation Systems (NAS) — has
various advantages. Hereunto belongs the common use
of resources (sensors, actuators), the possibility to cross
access as well as the opportunity of a decentralized spa-
tial separation of controllers among themselves (on the
one hand) and of controllers and processes (on the other
hand). If Ethernet is the communication platform in use,
some more advantages arise, namely continuously de-
creasing prices, a steady advancement of quality and
amount of technology available as well as the chance to
overcome communication boundaries.

This networking, together with a decentralized cycli-
cal execution leads to a merger of control theory, com-
munication technology and computation. The resulting
system shows a superposition of constant and cyclic
delays. Stochastic breakdowns of components and fail-
ures in the communication layer lead to additional de-
lays. A description model for such kind of systems there-
fore must be able, to represent times, stochastic distribu-
tions as well as deterministic sequences. Time thereby is
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used twice. First, it is indispensable as an input variable.
And second, time is — besides the functionality analysis —
the most important pillar of a dependability analysis. For
the latter a methodology is required, which allows to
process the above discussed model structures and which
returns time based as well as probability based answers
(cf. section 2). Section 3 introduces gradually the de-
scription language DesLaNAS which is the basis for the
continuative modeling process, as outlined in section 4.
For a deep understanding of the system’s behavior, it
is important to analyze the influence of the single com-
ponents on the total system. Within the frame of this
work, the focus lies on PLC, network and I/O-cards.
Besides those tendentially static inspections, the cogni-
tion about the influence of resource-sharing (net, 1/O-
cards, sensors) as well as of non-synchronized superpos-
ing processes is important (cf. section 5). The presented
analysis opens numerous applications. In particular it is
possible to (i) qualitatively evaluate the advantages and
disadvantages of different system architectures, (ii) op-
timize quality analytically, (iii) valuate offline a system-
reconfiguration and (iv) estimate consequences and lim-
its of adding added system components, which’s impact
is not (or hardly) conceivable without adequate methods.

2. Response time determination

Known approaches for the determination of delay
times are measurement, static analysis, simulation, and
verification. The measurement procedures can also be
used for validation [1] and especially for parameteriza-
tion of the models needed in other approaches (see [2],
[3] for examples). Static analysis methods (e.g. [4], [5])
furnish statements based on the system configuration.
L.e. all system processes are quasi frozen and represented
by characteristic values such as e.g. the minimum,
maximum, or average value. Simulation approaches (e.g.
[6], [7]) mainly differ from static ones by their extended
possible illustrations: dynamics and random decisions
can be imitated in simulations. At any rate, all simulative
approaches have the fundamental problem that all results
thus obtained do not have a completeness guarantee. L.e.
the result gained by the overlaps of a high number of
simulation runs can only be regarded as asymptotic in
reference to the correct solution, but not as exact (all the



while the necessary amount of simulations being a statis-
tic function of the smallest theoretically occurring prob-
ability). Actually, however, especially in NAS a high
number of situations with little occurrence probabilities
arise, due to the dynamic interaction of several compo-
nents and to the existence of failures, interferences, and
disturbances. Formal verification approaches (e.g. [8]),
on the other hand, have for their aim to cover all of the
system’s practically possible evolutions. They do not
only use strict formal models (normally timed automata),
but also a specific testing logic [9] which is employed
for the formulation of the system features of interest.

3. Modeling language DesLaNAS

A modular implementation is chosen as on the one
hand in a NAS several components exist more than once
and otherwise the direct coding of a total system contain-
ing all its possible state changes and states is error-prone
and direful time-consuming. The correct modeling of an
automation system coupled with physical processes
requires the consideration of the continuity of the under-
lying processes. Thence, it requires the use of a continu-
ous time base for specifying event’s occurrence times.

In order to find a model representation which covers
all possible behaviors of a NAS, it is important to first
define a description language, which reflects the engi-
neers structural thinking (Description Language for
Networked Automation Systems, DesLaNAS).

‘ Modeling language (graphical model) ‘

lsyntactical transformation

‘ Continuous Automaton (cont. formal model) ‘

l mathematical transformation

‘ Discrete Automaton (disc. formal model + graphical representation) ‘

l straight forward transformation

‘ PRISM (programming language) ‘

Fig. 1: Design Process

As shown in Fig. 1 this model builds the basis of a three-
step transformation approach. Firstly, the graphical
model described in DesLaNAS will be transformed into
an automaton model related to probabilistic timed auto-
mata (PTA). Due to computation and memory limita-
tions, this model can not be used directly, but must be
discretized, to be used in Probabilistic Model Checking
(PMC, [10], [11], [12]). From this discrete delineation
the code necessary for PMC using PRISM [13] can be
extracted directly. While the two automata structures
(continuous and discrete) are described in [1], this paper
concentrates on the description language DesLaNAS and
on the behavior modes found in a NAS. In NAS the
activation of a transition between two distinct system
states can be given in four basic ways (Fig. 2):
(1) Deterministic delay: A fixed time interval after
which’s elapsing the transition is activated, e.g. a
fixed processing time or the maximum permitted
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operating time. Each state is allowed to have one
and only one outbound transition, as from several
outgoing transitions only the one transition with the
lowest time guard would be activated anyway and
the occurrence of two identical time guards would
harm the definition of determinism, respectively the
idea of talking about events.

Stochastic delays are described using a density
distribution over time d(x). The integral of d(x)
from time 0 to t~ gives the probability for an activa-
tion (and passage) of the transition within this time
interval. This form of state change can be found
wherever multiple users share a component. It also
is the means to an end, if the exact behavior of a
component must be abstracted by a transfer func-
tion. This for example applies to the transmission
time necessary for passing a network. As in the
case of a deterministic delay, there is one and only
one outbound transition allowed for the stochastic
delay also: It does not make sense to have two den-
sity functions active at the same time.

Note: A deterministic activation — type (1) — can be
easily written as d(x)=06(t.), where 8 means the
Kronecker-Symbol (Dirac-Impulse) and t. repre-
sents the activation time. As it is not very conven-
ient for formulating conditions, this replacement is
done later in the transformation step (cf. Fig. 1),
automatically.

2

(1) deterministic delay (3) deterministic condition

Switch idle

x:=0 x=5 x:=0

ax _ dx _ | failure
dt ~ dt =

d(x) = 3(te)

(2) stochastic delay (4) stochastic choice

x:=0

—

d(x)
dx _ &
at dt

1 0

1-2p

Fig. 2: Basic transition types

(3) Deterministic Conditions: In this case, the activa-
tion is coupled to the occurrence of a predefined
situation. This can be understood as event, even it
is written as the occurrence of a condition based on
states’ labels. The event corresponding to a specific
transition is generated by leaving the corresponding
state using this transition. Contrary to the previous
two types of transitions, a state is allowed to have
more than one outbound transition. However, as a
consequence of the deterministic character there are
never two transitions allowed to be activated at the
same time. From there, it follows that conjunctions
are not valid within a condition (see below).

This transition type occurs in NAS for example to

model that an I/O sends a request.

(4) Stochastic Choice: Other than for all the previous

basic transition types, the activation of a stochastic
choice occurs immediately but the choice of path is



of stochastic nature. From there it follows, firstly
that a stochastic choice needs at least two outbound
transitions to be meaningful. Secondly, it follows
that the occurrence probabilities over all the state’s
outbound transitions must sum up to one. Thirdly,
it follows that the corresponding state is of transient
nature. This means that no time passes while the
automaton is in this state (dx/dt=0). Together this
implies that a stochastic choice could be attached to
each other transition type serially (i.e. directly) as a
weighted branching vector by omitting the corre-
sponding transient state (Fig. 4). Stochastic
branches are used in NAS for the modeling of fail-
ures, e.g. the probability for a failing transmission
or a corrupted sensor value.

Despite for the stochastic choice transition type (4)
there is no need to have an activated transition at any
time, but there must be at least one transition, which may
become active (deadlock freeness of the automaton).

Obviously, all four basic transition types can be ar-
ranged arbitrarily in series as long as being separated by
another state. However, the use of a mix composed from
different basic transition at the same state is restricted.
The combination of transition type (1) and (2) even is
forbidden, as (1) can be transformed into (2) and for
transition type (1) as well as (2) only one outbound tran-
sition was allowed per definition. Without that latter
definition the integral over the density functions of all
outbound transitions is not well defined, i.e. the conver-
gence towards one can not be guaranteed any more.

The use of transition type (4) together in a mixture of
outbound transitions with any of the other three basic
transition types does not make sense, as a transition of
type (4) would be activated immediately; that is earlier
than any other transition. Therefore, transition type (4)
can be used in combination with another transition type
if and only if the structure discussed earlier (omitting the
transient state) is applied. Hence, it remains a parallel
combination of transition type (3) and transition type (2),
respectively (1) to be the only possibility to have differ-
ent types of transitions outbound from one state. In this
manner three variants can be distinguished:

(A) The combination of two activating conditions
within one transition as shown exemplarily in the
automaton shown on the left hand side of Fig. 3. It
shows a machine, which relocates from idle to
working if a “start”-button is pressed or a work
piece has arrived. The working process takes 5 ms
(deterministic delay) and can be interrupted by
pressing the “stop”-button (deterministic condi-
tion). The corresponding transition therefore fea-
tures a disjunction of both, the deterministic delay
of 5ms as well as the deterministic condition
“stop”. Due to the fact that the conditions to be
combined, are events they will never be activated at
the same point in time (otherwise it would be the
same event). Consequently a composition of two
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conditions can only be done, using a disjunction. A
conjunction can be modeled by using intermediate
states (A followed by B and B followed by A).

-

start v workpiece ‘ ‘x:tr

? ? OS routine pro-
. I I cessor
machine Y RQ = dy _ 1 d(y)
— e | lexecute] dt

3 working T| de | s ldx g <[ wite 5[ read
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Fig. 3: Examples for states with mixed
transition types

(B) Usage of two different transition types outbound
from one state as shown exemplarily in the right
automaton of Fig. 3. This automaton represents the
behavior of a processor which first reads in some
values, what takes t, ms, executes them, what takes
5 ms, and finally writes out the results (t, ms).
Now, the behavior in the “execution”-state is as fol-
lows: While the processor is in this state, an inter-
rupt IRQ from the Operating System may arrive,
which interrupts the execution and starts to run the
corresponding OS routine. The time needed to fin-
ish this routine is given by a distribution over time
y. In the meantime the main program is not proc-
essed any more and therefore the corresponding
clock x does not run. Thence, after finishing the OS
routine, the main-process will be continued where it
got interrupted. Note: In literature this special type
of hybrid automata is sometimes called ,,stop-
watch“-automaton [14]. In general it is possible to
combine any number of transitions of the determi-
nistic condition type with maximal one time
guarded transition (type (1) respectively type (2))
outbound from the same state.

The superposition of (A) and (B). Thereby it is to
note that while using the continuous automata
structure described so far, it is impossible to use a
(set of) condition(s) to choose a time distribution
guarded outbound transitions, i.e. “if A then fire
this transition based on the time distribution
dA(x)”. This would be a conjunction and further-
more would violate the principle of never using
several time guards outbound from one state.

The most general transition type (cf. Fig. 4) therefore
may assess (I) a condition, a time guard or a disjunction
of both. Furthermore (II) a probability vector (evaluating
to a set of successive states) may be dedicated to each of
the transitions. The use of more than one transitions of
the general type outbound from one state underlies the
restriction discussed in (B).

©

clock CyV d1(xq)1 51
VAN .
action | _ :
dxX _ = —
a = yact Cn \V4 dn(Xg), pn .

Fig. 4: General transition type



4. Modeling process

A three-step-based procedure is suggested for the de-
sign of DesLaNAS models to be used for the validation
with Probabilistic Model Checking (PMC). To begin
with, separate (single) models of all the basic functions
are built as independent automata. Examples for this
class are the basic functionality of a sensor module to
return a signal value on request or the cyclic behavior of
a PLC. In a second step those modules get (a) instanti-
ated and (b) extended by architecturally based connec-
tions, as e.g. the PLC should know to which I/O-boards a
request shall be sent. Architecturally based compositions
are purely deterministic neither time nor probability
dependent I/O-automata. The total system arises finally
from the composition of all single automata. Hence, the
latter are permitted (i) to execute state transitions asyn-
chronously and (ii) to exhibit I/O-variables different
from all the other single automata (i.e. to pick up or
generate events not present in other automata). The
automaton created so far then reflects the overall systems
behavior. In the third and final step, the model is ex-
tended by signal tracking module(s) necessary for PMC,
and initiated with a valid set of initial states [1]. Other
than in simulation or classical Model Checking it is
essential that for Probabilistic Model Checking all in-
formation is ascertainable within one system run. A
system run thereby is considered as the path through a
system’s model automaton which starts with the occur-
rence of an event and will be followed until all ramifica-
tions decisive for the sequel behavior are passed (the
corresponding observation is called “signal tracking”).

5. Case study

The system to be considered is a typical Networked
Automation System (NAS). To be determined is the
response time, i.e. the delay between a sensor’s activa-
tion and the reaction at a corresponding actuator.
Thereby it is assumed that the PLCs in the scenarios
analyzed react on a change in an input value within one
cycle (e.g. program: O1 :=11). Besides the interest in the
response time, it will be discussed which impact the
different NAS-behavior-characteristics execution, net-
work transfer, synchronization effects, access conflicts
and failures have on the total response time.

The network is assumed to be Ethernet UDP/IP-
based. As examined by measurements, this results in a
network delay which for a wired LAN in 1% order ap-
proximation corresponds to an equal distribution in be-
tween 1.5 and 2.5 ms (Note: For a UDP/IP-WLAN this
already is a much more complex function [1]). Thence,
for the following analysis a network transfer time of
2 ms was considered. The PLCs communicate with their
PLC-1/O-boards directly using a backplanebus.

The category of execution comprises the answer time
of the field-I/O (2 ms) as well as the cycle times of PLCs
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(PLC1: 10 ms, PLC2: 11 ms und PLC3: 13 ms).

The PLC-1/O-boards cyclically (1: 17 ms, 2: 19 ms, 3:
17 ms) request for sensor values from the field-I/Os
associated. In this request telegram the new actuator
values are transmitted also.

Synchronization losses are caused by the superposi-
tion of non-synchronized duty cycles of PLC as well as
PLC-1/O-boards. Those loss times are determined by
subtracting the execution and network delay times (as
defined above) from the delay time calculated for the
basic case (no failures, no conflicts).

Access conflicts arise if in NAS multiple components
access the same resource. In the case study a resource
conflict occurs at those field-I1/Os which are requested by
multiple PLC-1/Os. The corresponding access conflict
time is determined as difference of the time calculated
for the basic setting (base time) and the time calculated
for an access conflict afflicted setting (conflict time).
Obviously, this delay may be different from the delay
really waiting in front of a field-1/0, as this delay effects
the arrival time at the PLC and in consequence may (or
may not) drift towards another PLC-1/O-request-cycle
(in the example discussed here, the time determined
constantly was smaller than the waiting time itself, as the
PLC-1/O-cycle had enough buffer to compensate for
some delay). Note that the delay labelled access conflict
time could also be characterized as a waiting period for a
resource, as discussed for synchronization above. How-
ever, to demonstrate the consequences of a shared me-
dium it is handled separately here.

A similar discussion could be made for delays addi-
tionally induced by failures: It is not determined, how
long a failure hampers a signal transmission but only the
delay appearing additionally to the base time when a
failure afflicted system is considered.

The remaining case, a superposition of failures and
access conflicts, is not discussed within this paper.

5.1. Synchronization of cyclic processes

First a classic automation system is considered, which
consists of a single PLC with direct wired 1/Os. The
DesLaNAS-Module of a PLC as shown in Fig. 5 has
three states and a cyclic behavior. When entering the
write state, the local clock x of the PLC is reset. After
writing all the outputs (the time to do so is assumed to be
constant) the automaton proceeds to the read state; again,
the corresponding time shall be constant. Afterwards, the
automaton changes into the execution state. There it
stays, until the whole code is processed. The execution
has been done, when leaving this state, namely as soon
as the local clock reaches the cycle time t.,.. Obviously,
a normal PLC has some more states, e.g. the waiting
period in between executing and writing, which is neces-
sary to meet the cycle time. However, for the analysis’
done within this work, only the events “read” and
“write” are of interest and therefore all other phases of a
PLC-cycle are summarized under the “execute” state.
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Fig. 5: PLC-Module

The first process to be supervised starts with the ap-
pearance of the signal at the sensor and ends when the
PLC’s output is activated. Filtering and other effects are
neglected (respectively only considered by adding 1 ms
in the end). Fig. 6 shows the signal tracking module.

Q
n
_ X PLC1.read PLC1write | 907
U B B

dx
X — ¢
dt

dx
dX -
dt

dt

Fig. 6: Signal tracking for classic PLC

The one instance of PLC got named PLC1 and the
event generated by leaving the state “write” conse-
quently is referred to using PLC1.write (correspondingly
for read). The analysis, using PRISM [13], a Probabilis-
tic Model Checker from the University of Birmingham,
leads to the response time distribution shown in Fig. 7
(left trajectory). The figure shows the probability for a
delay in a specific time frame (the discretization was
done using a time step of 1 ms), e.g. the value 10% at
15 ms is the probability of a reaction time between
14 ms and 15 ms. There is no delay larger than 20 ms .

10% <‘probability

8%

=e=traditional PLC———
- NAS

|
L

inms
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4%
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0%
0

Fig. 7: Response time for classic PLC and
the basic NAS setting
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Now a NAS structure will be analyzed. This system
(“basic structure”) may consist of a PLC, the corre-
sponding PLC-network interface (PLC-1/0O), a field-1/O
to which a sensor and an actuator are attached, and a
network interconnecting the different components of the
system. The response time of this system can be deter-
mined by supervising the process shown in Fig. 8. Cir-
cles represent synchronization points, squares an arbi-
trary delay, triangles a fixed delay and the cycling icon
cyclic behavior.

® PL :—D
o= P i)
L s

Network Network

Input Teld-1/0 xecution Field-10
constant constan constan
delay delay delay
t

Fig. 8: System structure of the case study

.
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After the input got triggered, some time may pass un-
til the next request from the PLC-1/O arrives at the field-
I/O. Afterwards, the answer is generated and sent back
through the network. Then, the second synchronization —
this time on the cycle of the PLC — is necessary. After
being executed by the PLC, the result must wait for the
next PLC-1/O send-time. Finally, the result must pass the
network and be processed by the field-1/O / the actuator.

Note: At the first coupling the traverse branch from
the PLC-1/O appears as a distributed delay function,
since the probability for the input occurring is randomly
distributed over the PLC-I/O-cycle. At the second cou-
pling however, the same cycle appears as a Dirac im-
pulse since the delay caused by waiting for the PLC-I/O-
cycle this time is a deterministic function of the PLC-
I/O-cycle and the time elapsed since the first coupling.

To represent this system models of all components
are needed. The PLC-I0-module in principle resembles
the PLC’s module (cf. Fig. 9). The local PLC-IO clock x
becomes reset, when entering the request state. This
means that the PLC-IO sends requests to the affiliated
field-1/Os. Even if those packages are sent in serial, it is
assumed that this is a parallel process, which is permis-
sible as long as the sampling rate of the discrete model to
be generated is much larger than the sending time.
Otherwise, it would be necessary, to model this sending
process in much more detail. For the system considered
in here, it is sufficient to only use one state. As soon as
all requests got sent, the PLC-IO automaton changes to
the wait state and waits until a new cycle is triggered.

Note: As long as a module only contains one local
time variable, this is called x. However, the x variables
of different modules are independent, except the fact that
the time variable t is of global nature, i.e. the derivation
variable of all the clocks in the system is always the
same.

wait
dx
dt
‘x=t

S [request
dx _
Gt 1

x=t,

1

leyc

Fig. 9: Automaton of a PLC-IO

The network transfer is modeled as shown in Fig. 10.
This automaton waits in the idle state, where no local
time passes, until a package to be transferred arrives
(send event). Then this package becomes delivered. For
the models within this work, the delivering time was
assumed to be the sum over the whole transfer process
including e.g. transmitting, packing, de-packing, and
switching. The time for a package to be transferred is
given by the density function d,., i.e. the transfer time is
given by a probabilistic distribution over time.

| idle deliver
! dx dx
=192 _ g|send = =
at = ° at -
[e:iver dnet(x)

Fig. 10: Automaton of a network transmission



Switched Ethernet solutions in Automation are quite
fast (switching times of less than 0.08 ms) and seldom
crowded [15]. Therefore, it is possible to model each
data transmission path separately from all the others and
model losses, combustions and other transmission de-
lays, as failures as discussed in section 5.2. Conse-
quently, the system to be modeled shows two network
transmission modules: one for the path from the PLC-1/0
to the Field-1/0 and one for the way back.

This leads to the forth module type needed: the Field-
I/O as shown in Fig. 11. In principle it shows the same
behavior as the network module, despite the fact that a
constant processing time 7,,; got assumed.

? idle ans
| dx ; dx
=22 = reqin sy
i e
x=t

ans ans

Fig. 11: Automaton of a Field-IO

Finally, the modules must be instantiated, connected
and parameterized:

PLC1: PLC(tc,=10 ms, t,=1 ms, t=1 ms)
PLCIOIL:PLC-IO(t,q=1 ms, tic,c=17 ms)

Netl: Network(send=PLCIO1.request; d,.(x)=5(2 ms))
Net2: Network(send=FieldIO1.ans; d,(x)=8(2 ms))
FieldIO1: Field-IO(reqin=Net1.deliver; t,,,=2 ms)

The syntax used is the following: First the name of
the module to be instantiated is given, followed by the
name of the generic automaton. In parenthesis first (if
present) the events get connected, e.g. the event “send”
in Netl will be derived from the event triggered when
the module PLCIO1 leaves the state request. Secondly, a
list of time and probability parameters is added.

The signal tracking process can be determined from
the system structure (graphical represented using Des-
LaNAS) and the property to be proved on the system.
For the analysis of the response time, this is shown in
Fig. 12. The events at the arcs thereby are labeled using
the dot-notation introduced before. The Pretime is nee-
ded to determine the initial state of the traverse branch
build by PLC-IO and network transfer (cf. Fig. 8). This
determination may either be done analytically or by
letting time for a transient process.

K T
X x=Pretime X Net1.deliver Net2.deliver
dx _ dx _ dx _
dx _ 4 dx _ 4 dx - 4
dt dt dt
PLCIO1.request | OUtPut PLC1.write PLC1.read
ox_ g g g
dt dt dt
Net1.deliver fieldlO1.ans done
dx _
==1 dx_ 4 dx_ o
dt dt dt

Fig. 12: Signal tracking for the case study

Note: not all events generated in the track will induce
a state change in the signal tracking module. The use of
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all events is possible, but increases the amount of mem-
ory and time needed for model checking. The reduction
can be done automatically or with an engineer’s eye. An
event B in a signal tracking event series A, B and C can
be neglected if and only if there is no alternative path
from A to C other than the one passing B.

The analysis leads to the distribution shown in Fig. 7
(right trajectory with a maximum delay of 53 ms). The
partition of the average response time can be determined
as shown in Table 1. Already in this basic case, it is
obvious that the time spend with waiting is clearly larger
than the time needed for execution. Furthermore it can
be found that the pure transmission time only plays a
subordinated role. Finally it should be kept in mind that
all the enormous advantages of the new system struc-
tures have been paid with an increase in response time.

Table 1: Response time partitions for the
basic setting

direct wired I/Os | 1I/Os over network
Network - _ 4 ms 10.0%
Execution 10 ms 66.7% 14 ms 35.1%
Synchronization 5ms 33.3% 21.9ms 54.9%
Sum 15 ms 100% 39.9 ms +155%

5.2. Failures

Two different kinds of failures are considered for the
system: To the one a sensor value might be invalid with
a (discrete) probability of 107 (I/O-failure). In conse-
quence, the corresponding sensor’s value can be read
correctly not earlier than for the next PLC-1/O-request.
To the second the network transmission may be not
available for a time period of 4 ms with a probability of
10* (network failure). It is possible that the network
transmissions fails again immediately afterwards. How-
ever, all packets to be transmitted will be transmitted as
soon as the network is available again.

A failure type like the network one can be modeled as
separate module (Fig. 13, left) and then synchronized to
the extended network module. This makes sense, if the
failure influences several modules. To do so, the network
module is extended by two additional states (Fig. 13,
right). In normal operation it is still in one of the two
original network states (bottom two states). If a failure
occurs, it changes to one of the top states, where no
network time passes. Obviously, it is possible that a
package arrives, while the network is down. Then the
automaton changes from the state top left to the one top
right and stays there until the network activates again.
The initialization of the corresponding modules reads as
follows:

NFail: Failure(F=4 ms, pF.=10""

Netl: Network(send=PLCIO1.request, inactive=NFail.OK,
active=NFail.repair; d,(x)=06(2 ms))

Net2: Network(send=FieldlO1.ans, inactive=NFail.OK,
active=NFail.repair; d,(x)=06(2 ms))
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Fig. 13: Automaton for a delaying failure (I)
and for a network with such a failure (r)

Other than the network failure, the field-I1/O failure is
assumed to be of local influence, i.e. it only influences
one module, namely the field-I/O itself. Therefore the
field-I/O can be extended as shown in Fig. 14.
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Fig. 14: Automaton of a failure afflicted field-1/0

The structure of the signal tracking module has to be
extended as shown in Fig. 15. Now, the fieldlO1-event
(ans respectively fail) mustn’t be neglected any more.

T T
X, x=Pretime % Net1.deliver fieldlO1.ans
dx - 4 dx_ 4 dx - 4
dt dt dt
fieldIO1 fail
- PLC1.write PLC1.read Net2.delivel
B ooy g d_y dx_ g
T dt dt dt dt
e
)
13
o Net1 deliver fieldlO1.ans | done
dx - g ax_ dx_g
dt dt dt

Fig. 15: Signal tracking with field-1/O-failure

Table 2 shows which additional delays appear in the
system due to failures. The third row shows the percent-
age of responses being delayed for more than the maxi-
mum delay of the failure free case. The corresponding
delay time distribution is presented in Fig. 16 (logarith-
mic scale). Even if a response may be delayed tremen-
dously by a failure, this must be seen in relation to the
corresponding low occurrence probability

90
10 : ‘ ‘ ‘ ‘ : : :
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10712
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- |O-failure

- Network failure
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Fig. 16: Response time considering failures
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Table 2: Response time considering failures

e of failure absolute relative percentage
p increase increase over Max.
Sensor 17.0170 ps 0.0426% 0.07003%
Network 2.5295 ps 0.0063% 0.00412%

5.3. Access conflicts

The setting observed so far did assume a prioritized
access of PLC-1/O to the field-I/O. In praxis a multitude
of PLCs may be found requesting the same field-I/Os
independently. The problem in a multi-user-environment
is that the field-I/O may be busy when a request arrives.
Consequently, the new request has to wait until the cur-
rent one is answered. Therefore, a waiting queue is
needed to store incoming requests. Unfortunately wait-
ing queues considerably increase the models state space.

By integrating a waiting queue into the field-I/O, the
signal tracking does not have to be changed much. Ta-
ble 3 shows the resulting delay times for 1, 2 and 3 com-
peting PLCs. Access conflicts are responsible for 1.09%
of the (average) total response time. More information
about this delay can be found be analyzing the delay
distribution shown in Fig. 17: The maximum delay time
in these three scenarios increases from 53 over 55 to
57 ms (cf. also Table 3). The percentage of responses
being delayed for more than 53 ms (max for a single
PLC) is 0.43% for two and 0.67% for three PLCs.

Table 3: Response time with access conflicts

1 PLC 2 PLCs 3 PLCs

4 ms 4 ms 4 ms

Network 10.0% 9.98% 10.29%
Execution 14 ms 14 ms 14 ms
35.1% 34.92% 36.02%

Synchronization 21.9 ms 21.9 ms 21.9 ms
54.9% 54.62% 51.97%

Access conflict - (())i;n%f 014?)9111(;)
Sum / 399 ms 40.1 ms 40.34 ms
Increasement +0.5% +1.1%
Minimum / Maximum 53 ms 18 /55 ms 18 /57 ms
Percent over Max. 0.37% 0.97%

Table 4: Response times for a field-l/O-
answering time of 5 ms

1 PLC 2 PLCs 3 PLCs
Sum 46.3 ms 47.32 ms 48.95 ms
Max 56 ms 61 ms 78 ms

The increase of the maximum value is not simple to
predict, as it depends on several parameters. Table 3
shows that due to the cycle times of PLC and PLC-I/O
the possible waiting time at the field-1/O only influences
the distribution but not the maximum value. However, if
the answer-time of the field-I/O is changed from 2 ms to
5 ms, this is no longer the case, as Table 4 illustrates. At
first the same effect can be found (the maximum value
increases for the actuators answering time of 5 ms only),
the difference increases to 17 ms between the second and



the third column respectively 22 ms between the first
and the third one. The 17 ms arise from the PLC-1/O-
cycle and the 22 ms are generated by an additional 5 ms
answering time. There are two reasons for this: The
retardation in between PLC and its PLC-I/O can inter-
cept for a maximum of 13 ms in the case of the chosen
parameters. For three PLC-1/Os requesting within a short
time period, the waiting time will be 10 ms plus 5 ms
answering time (instead of 4 + 2 ms in the previous
case). This is 2 ms more the cycle and thus the signal has
to wait for a whole PLC-1/O cycle. However, this case
can only occur if all three requests arrive within 1 ms
and due to the different PLC cycle times will not lead to
a triple access conflict at the actuator.

probability
W
4% X
—1PLC
-3 PLCs
3%
2%
10/0 N
\ delay
10 20 30 40 50 60 inms

Fig. 17: Response time with access conflicts

With respect to safety, another effect has to be men-
tioned: Due to access conflicts it is possible, that a re-
quest already has been waiting for some time in front of
the field-I/O when the sensor gets activated. Originally
this PLC-I/O-request belongs to an earlier time frame —
i.e. would have already passed the field-1/O, if there
were no access conflicts. This means, that the sensor's
activation will be reported to the PLC earlier than in an
unconflicted surrounding. Even if this effect only occurs
with a probability of approx. 1%o it still lowers the
minimum response time decisive for a safety analysis
from 20 to 18 ms (cf. Table 3 and Fig. 17).

6. Summary and Outlook

Networked Automation Systems (NAS) allow for
new and much more flexible automation architectures.
The determination of response times in NAS is a new
important task for design and analysis. In this paper the
influence of different factors onto the time behavior of a
NAS got analyzed using Probabilistic Model Checking.

First, a short overview on methods for the determina-
tion of delay times was given. Subsequently, De-
sLaNAS, a description language for the special needs of
modeling NAS got introduced step by step. This was
followed by the discussion of the modeling approach
used. By means of a typical NAS-example the different
influences on the response time of an NAS got discussed
stepwise in the practical part of this paper.
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To sum up: The influence of the network itself is not
that important. However, the network enables those
architectures which show synchronization dominated
delay times.

In future works a design-process for the automated
modeling, calculation and evaluation shall be developed
and implemented.
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